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1
Decision/action requested

This document proposes to add key issue: AKMA. SA3 is kindly requested to approve this doc.
2
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3GPP TS 33.222 "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 
3
Rationale

In SA3#106-e meeting it was concluded when the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF using the Ua* protocol based on its policy. If the AF chooses to reject UE’s access by including a failure cause in the Application Session Establishment Response (e.g., KAF expires), UE then may trigger a new Application Session Establishment request to the AF. But since UE is unaware of KAF lifetime, UE sends its current A-KID, which AF would know that A-KID is for KAF that expired. The AF may reject UE’s access again or send the same A-KID to request a KAF from the AAnF. If there was no primary authentication between UE and the network before UE sending the new Application Session Establishment request, AAnF will derive a KAF that is the identical to the expired KAF.  Hence, there is a need for KAF refresh procedure without having to run a primary authentication between UE and the network to update KAKMA.
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR 33.737 [2].
**** START OF CHANGE ****

5.X
Key issue #X: Security of KAF refresh procedure
5.X.1
Key issue details

In TS 33535[1], clause 5.2 introduce the AKMA key lifetimes, after deriving AKMA Application Key for a specific AF, the KAF and the lifetime of KAF are stored in the AF. When the lifetime of KAF expires, if there is an active application session between UE and AF, in order to maintain the current application session without having the UE to run another primary application, the KAF can continue to be used to generate TLS premaster secret according to the Annex B in TS33535[1] and clause 5 in TS 33222[3], which is up to Ua* protocol implementation. 
In TS 33535[1], clause 6.4 introduce the AKMA key change, when the lifetime of KAF expires, the AF may reject UE’s access to the AF or refresh the KAF using the Ua* protocol based on its policy. If the AF chooses to reject UE’s access by including a failure cause in the Application Session Establishment Response, UE then may trigger a new Application Session Establishment request to the AF. However, since UE is unaware of KAF lifetime, UE sends its current A-KID, which AF would know that A-KID is for KAF that expired. The AF may reject UE’s access again or send the same A-KID to request a KAF from the AAnF. If there was no primary authentication between UE and the network before UE sending the new Application Session Establishment request, AAnF will derive a KAF that is the identical to the expired KAF. 
Hence, this key issue is to study the security procedure to refresh the AKMA key KAF without having to run a primary authentication between UE and the network to update KAKMA
5.X.2
Security threats
If the lifetime of KAF expires, using the same application key can severely compromise security and increase risk if the key leaks.
If the lifetime of KAF expires, the AF may reject UE’s access to the AF, which may cause UE not being able to access the AF. Such rejection by the AF may constitute a UE service interruption in a form of inadvertent Denial of Service for the UE.

If a new KAKMA is generated every time when a new KAF is established between UE and AF, which means a new primary authentication is needed every run and this may potentially introduce lots of signalling overheads and delay. When the number of UEs requesting new primary authentication due to expiration of KAF is large (e.g., 1000’s), the signalling overload may also potentially cause unwarranted network congestion and introduce Denial of Service for other UEs or for other UE services.
5.X.3
Potential security requirement

When KAF expires, the system shall support a security policy where KAF can be refreshed without having to run a new primary authentication.

When KAF expires, the system shall support a mechanism where KAF can be refreshed without having to run a new primary authentication. 
**** END OF CHANGE ****

